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Speaker Introduction



What worries you about deploying AI applications?

From my Talk at Datahacks Summit 2025



Why AI Guardrails?

AI
Assistants
answering 
off-topic can 
cause 
financial and 
reputational 
damage to 
organisations!
!!



Understanding current gaps: 
Why build our own guardrails?



LLM Guardrail models exist

Guardrail Models supervise and flag issues in chatbot outputs. Major commercial 
LLM providers such as Meta, Google, and OpenAI offer these models, which 
screen for harms based on static, pre-defined categories. 



Generic Models Miss Business Logic

However, real-world criteria for undesirable behavior are heavily 
application-dependent. A seemingly benign LLM response in one context could 
lead to significant financial or reputational damage in another.

So we need custom logic for our guardrails.

DynaGuard(https://arxiv.org/pdf/2509.02563)



Why not finetune these models?

If you were to finetune these models, you need to curate data and train and 
evaluate your own model, which is time-consuming.

Critical safety constraints buried in design documents are often missed by 
developers during the rush to ship features. So we need to build something that is 
quick to integrate.



Guardrails need active maintenance

Organisation’s definition of risks also keeps on evolving. Static guardrails quickly 
become "technical debt”, as your requirements change weekly, your security model 
becomes outdated instantly.

So we need guardrails to be adaptable and updated every time the policies and rules 
are updated.



Building our guardrails framework



Our framework is inspired by security principles

Least Privilege: The ephemeral agent can be provisioned with the least amount of 
information and privileges necessary for performing the task.

LLM Agents Should Employ Security Principles (Zhang et. al.)

Agents/LLM components should have least-privileged access.



Agentic security needs context

Context forms the basis for every action: we can only disambiguate an action’s 
meaning via the context in which it exists. For example, in the context of an urgent 
deadline, scheduling over a lunch break might be appropriate, while the same 
action would be inappropriate for a casual sync. 

Context is Key for Agent Security (Tsai and Bagdasarian)

Context can be used to generate guardrails.



Security policy generation needs to be automated

Security policies are rules on what is allowed/not allowed.

Approaches today for security depend on manually-specified contexts, or no context at 
all. 

Scale of contexts encountered by a system increases, so must the granularity of policies; 
otherwise, potential over- or under-permissioning may significantly impair utility or 
security. 
Context is Key for Agent Security (Tsai and Bagdasarian)

Policy generation needs to be automated.



Our Policy-As-Prompt Framework

We introduce a regulatory ML framework that automatically converts unstructured design 
artifacts into verifiable, executable runtime guardrails.



Policy Generation



Policy Tree Generation



Policy Tree Generation



Policy Prompt Generation

The structured Policy Tree is converted into a human-readable Markdown format. This serves 

as the "System Prompt" for a lightweight LLM acting as a guardrail.

• Role: Compliance Analyst

• Task: Classification

 (Valid v/s Invalid Input, Valid v/s Invalid Output)

• Format: JSON output with reasoning



Policy Prompt Generation



Example: Enforcing HR Boundaries



End-to-End Pipeline



Ground Truth: Gold policies manually created and verified by security engineers.

Domains Models Tested
• HR Application: High sensitivity, PII risks, strictly 

scoped tasks.

• SOC (Security Ops): Technical data, threat 

intelligence, specific input formats.

• Extraction: OpenAI o1, GPT-OSS 120B, Llama 405B, 

Claude 3.5 Sonnet.

• Enforcement: GPT-4o, Qwen3 1.7B, Gemma 3 1B.

Evaluation Setup



Observation: The o1 model significantly outperforms others in accurately identifying and categorizing security rules from unstructured text.

Results: Policy Extraction Quality (F1 Score)



Outcome: GPT-4o acts as an effective guardrail. While not perfect, it blocks a vast majority of out-of-domain and malicious requests before 

they reach the agent.

Results: Runtime Enforcement Accuracy



Key Takeaways

Don't trust "drop-in" guardrails

Custom Guardrails are Required for your business logic

Guardrails need to evolve with every deployment



Future Work

Expand to evolving policies and changing requirements

Use prompt optimisation techniques for policy prompts

Use logs to generate policies



Relevant Reads

https://blog.purestorage.com/purely-technical/guardrail-security-policy-is-all-you-n
eed/

Context is key for agent security https://arxiv.org/pdf/2501.17070v1

CoPE: A Small Language Model for Steerable and Scalable Content Labeling 
https://arxiv.org/pdf/2512.18027v1

https://blog.purestorage.com/purely-technical/guardrail-security-policy-is-all-you-need/
https://blog.purestorage.com/purely-technical/guardrail-security-policy-is-all-you-need/
https://arxiv.org/pdf/2501.17070v1
https://arxiv.org/pdf/2512.18027v1


Questions?

Read the Paper: 
https://arxiv.org/pdf/2509.239

94

https://arxiv.org/pdf/2509.23994
https://arxiv.org/pdf/2509.23994


Connect with me on Linkedin at



THANK YOU


