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Graph Representation Learning
Overall Goal: Learn “informative” representations of graph structured data

What is graph structured data?
It's the combination of

a graph G = (V;E);

US political weblogs
(Adamic & Glance, 2005)

Where does it arise?
It's ubiquitous!

What can we learn from it? Caﬂfgrir:gei?nglzelg:ule

Node and Graph Classification —
Node and Graph Regression o el
Link Prediction

Deezer artists
(Salha-Galvan, 2022)
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Graph Neural Networks (GNNs) are neural networks that take graph-structured data as input.

In this talk we will only see a specific type of GNN, the
Message Passing Neural Networks.

n (o]
mP =mM®  hE D w2aN(y)

h() — g Rk 1. )

v

E.g., the Graph Convolutional Network (GCN, Kipf and
Welling, 2017)

H® = ReLU Axw®

h"
Iteratively performing the message-passing and update computations allows us to build ‘deep’ learning
models, e.g., a 3-layer GCN

Y= AReLU AReLU AXw® w® w6
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Twitter (Bronstein, 2020);

Amazon, Alibaba, Pinterest & Uber Eats (Virinchi et
al., 2022; Wang et al., 2018; Ying et al., 2018; Jain et
al., 2019);

Discovery of twonew antibiotics (Stokes et al., 2020;
Liu et al., 2023);

LinkedIn (Borisyuk et al., 2024).
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On the Robustness of GNNs

I How Robust are GNNs?

[1] ETA Prediction with Graph Neural Networks in Google Maps. Derrow-Pinion & Al - CIKM 2021.
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Graph Adversarial Attacks

(Goodfellow et al., 2015)
To quantify the robustness of a graph-based functioh: (A; X)!Y we need:
a distance on the input spacel, ([G;X];[G;X]) = min p; kA PAPTk,+ kX
and a distance on the output spacé;(f (G; X);f(G; X)) = kf (G;X) f(G;X)ki:

The set of adversarial graphs can be written as:
G=f[G;X]jd" (IGX]IGX])  :f(G:X]) & f(G:X]y

PXk2

)
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Graph Adversarial Attacks
We introduce the concept of\Adversarial Risk" for a graph-based classi eff as follows:
Adv’ [f1= Pexp ox (GiX) 2B’ (G X; ):dv(f(G;X):f(GX)) > 1 @

with: B* (G;X; )= f(G;X):d’ ([G;X];[G;X]) < g being the input's graph neighborhood.

De nition (Graph Adversarial Robustness).

The graph-based functionf : (A;X)!Y s said to be (; ) robust if its adversarial risk is
upper-bounded, i.e.Adv’ [f] with respect to the chosen graph distances.

6/23
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Problem Set-Up & Theoretical Results
Recall, Graph Neural Networks (GNNSs) take both a grapA and node featuresX as input.

Problem: Most defense approaches for GNNs defend structural attacks alteridigThere exists very
little work on how to defend against attacks on the node features:

Main Theorem (Upper Bound on GCN Vulnerability).

We consider node-feature attacks on the input graphA¢ X); with a budget and L-layer GCNs with
weight matricesW @ fori 2 1;:::; Lg:
Then, the adversarial risk of GCNs is upper bounded by
P
— ¥ kw i, uav W

i=1
with vy, denoting the sum of normalized walks of lengthL( 1) starting from node u:

Insight: Our computed upp(sr bound on the adversarial risk of a GCNdepedent on the weight
norm. Speci cally, smaller ~ |, kW 'k, yields amore robust GCN.
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Generalization of the Theoritical Results

Recall, Graph Neural Networks (GNNs) take both a grapA and node featuresX as input.

Theorem 2 (Structural Attacks).
We consider structural attacks on the input graphA4; X); with a budget and L-layer GCNs with

Then, the adversarial risk of GCNs is upper bounded by

Y- ) Y- _
= kWWkokXks 1+ L kW Pky)=:
i=1 i=1
Insight: The computed upper bound in the case of structural case shows similar ndings as the case of

node-features based attacks. Speci cally, the bound depedent on the weight norm .
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Methodology

Fact: Orthonormal matrices have norm 1.
) According to our bound; a GNN with orthonormal weight matrices should
be more robust.
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Methodology

Fact: Orthonormal matrices have norm 1.
) According to our bound; a GNN with orthonormal weight matrices should
be more robust.

Bjprk Orthonormalisation Algorithm (A. Bprck and C. Bowie., 1971)

Given a weight matrixW we iteratively alter it to approximate the closest orthonormal matrixA :
When W, = W, we recursively compute

Wier = W 1+ 2 1 WIW +0+( DP 22 1 Wiy

2 p

Proposed Solution: In outGCORN model we propose the inclusion of several Bprk Orthonormalisation
iterations in each forward pass during the training of a GCNjelding weight matrices that approach
orthonormality and thereby a more robust GNN .

9/23



Estimation of Our Robustness Measure

Goal: Empirically estimateAdv ' [f]
h i
Adv' [f1= E (e:x)D oix; 1fdy (f (G; X);T(G; X)) > g :
(GiX)2B*  ((GiX);)
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Estimation of Our Robustness Measure

Goal: Empirically estimateAdv ' [f]
h i
Adv' [f1= E (Gx)D ox; 1fdy (f (G; X);T(G; X)) > g :
(GiX)2B*  ((GiX);)

Insight: Use Strati ed Sampling
Sampling X is equivalent to rst sampleZ 2 R" X fromB = Z 2 R" K : kZky and

then setX = X + Z
Decomposition ofB

S=fZ2R" “:kZks=rg; B =[; S; 861’ S\ So=;:

Lemma

Let R* be the real nite-dimensional space and a positive real number. IR® is the random variable
indicating the maximum of theL, norm's values inside the ball of radius, i.e.,
B = Z2R"KX:maxy 1 ngKZikp : Then, for everyp > 0, the density distribution of R® does

not depends onp and is de ned as followsp (r)= K1 K150 ot g
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Estimation of Our Robustness Measure

Goal: empirically estimate Adv ' [f]
h i
Adv' [f1= E Gx)D ex: 1fdy (f (G; X);f(G; X)) > g :
(GiX)2B*  ((G;X); )

Algorithm Estimation of Adv ' [f]:

Inputs: Sphere Radius : > 0; Number of SamplesLmax; Number of Input Graphs jDj ;
Initialize Adv = 0;
foreach [Gj; Xj] 2 D do
Initialize Adv; = 0;
foreach | =1;:::; Lmax do
1. Sample a distancer 2 [0; ] from the prior distribution p ;
2. Uniformly sample Z, 2 R" X from S;
3. ChooseXj = Xj + Z;
4. Update
Adv;  Adv; + 1fdy (f(G; Xi);f(G: X)) > ¢
end foreach
Adv; = Advj=Lmax; Adv = Adv + Adv;;
end foreach
Return Adv=jD j
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Tightness of the Computer Theoretical Upper-Bound
Robustness Inequality:

. Y .
Adv' [f] = kWP wWe=

i=1
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The E ect of Sampling on the Empirical Estimation O&kdv' [f]

Required Number of Samples based on the :

log( )
log 1 & K

13/23



Graph Adversarial Attacks

Di erent attack possibilities within the Graph:
Edit Edges.
Edit Nodes/Edges Features.
Add/Delete Nodes.

And di erent settings:
White Box (Full Knowledge).
Black Box (No Knowledge assumed).
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Graph Adversarial Attacks

Di erent attack possibilities within the Graph:
Edit Edges.
Edit Nodes/Edges Features.
Add/Delete Nodes.

And di erent settings:
White Box (Full Knowledge).
Black Box (No Knowledge assumed).

Feature-based Attacks:
Random Attack { Injecting noise from a scaled centered Gaussi&h(0; 1).
Gradient-based { Mainly using \PGD" and \Nettack".
Structure-based Attacks:
Gradient-based { \Mettack" and \PGD".
Probabilistic gradient method { based on \DICE".
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Results

Table: Node classi cation accuracy (

standard deviation) for feature-based attacks.

Attack Dataset GCN GCN-k AIrGNN RGCN ParsevalR GCORN
Cora 684 19 69.2 26 735 19 716 03 729 09 77.1 18
CiteSeer 578 15 623 1.2 646 1.6 63.7 0.6 65.1 0.8 67.8 14
Ranfom_ PubMed 68.3 1.2 712 11 709 13 714 05 718 08 73.1 11
€ =09 Cs 853 1.1 86.7 1.1 875 16 88.2 09 87.6 0.6 89.8 1.2
OGBN-Arxiv 68.2 15 528 0.5 66.5 1.3 638 1.9 683 19 69.1 18
Cora 417 21 463 2.8 537 22 528 16 553 1.2 57.6 1.9
Random CiteSeer 382 13 453 14 498 21 437 22 512 12 57.3 17
( =1:0) PubMed 60.1 17 623 13 624 1.2 619 1.2 613 17 65.8 14
cs 699 13 732 09 76.7 28 762 14 787 1.2 81.3 1.6
OGBN-Arxiv 66.4 19 46.6 0.6 627 1.6 63.0 24 66.1 0.7 67.3 21
Cora 541 24 583 16 682 1.8 625 1.2 68.6 1.7 711 14
CiteSeer 523 1.1 596 1.6 593 21 619 1.1 621 15 65.6 14
PGD PubMed 66.1 21 673 13 708 1.7 69.5 0.9 68.9 2.1 72.3 13
Cs 713 1.1 741 08 763 21 766 1.2 773 06 79.6 1.2
OGBN-Arxiv 67.5 0.9 499 07 55.7 0.9 63.6 0.7 676 1.2 68.1 11
Cora 609 25 642 52 66.7 3.8 634 3.8 675 25 68.3 14
CiteSeer 558 1.4 717 14 675 25 708 38 69.2 38 775 25
Nettack PubMed 600 25 658 2.9 69.2 14 717 38 68.3 14 708 14
Cs 558 1.4 716 14 76.7 1.4 717 29 758 28 78.3 14
OGBN-Arxiv 49.2 29 533 14 56.7 14 526 25 558 14 558 1.4

Our GCORN model often outperforms existing defense approaches when subject to feature

based attacks.
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Results - Structural Attacks

Table: Attacked classi cation accuracy (

classi cation datasets after the structural attacks application.

standard deviation) of the models on di erent benchmark node

Attack Dataset GCN GCN-Jaccard RGCN GNN-SVD GNN-Guard  ParsevalR GCORN
Cora 730 0.7 754 1.8 692 03 736 09 744 08 719 07 773 05
Mettack CiteSeer 63.2 09 695 1.9 689 06 658 06 688 15 683 08 737 03
PubMed 60.7 0.7 629 18 651 04 821 08 848 03 695 11 718 04
CoraML 73.1 0.6 75.4 04 771 11 713 10 765 0.7 769 13 792 06
Cora 767 09 783 1.1 720 03 716 04 750 20 784 12 799 04
PGD CiteSeer 67.8 0.8 709 1.0 622 18 603 24 689 22 706 1.0 731 05
PubMed 753 16 738 13 786 04 819 04 843 04 773 07 774 04
CoraML 76.9 1.2 75.0 24 775 03 731 05 755 0.8 813 04 841 0.2
Cora 749 08 769 0.9 796 03 722 14 756 11 797 08 789 04
DICE CiteSeer 64.1 0.5 66.0 0.6 687 05 626 12 655 11 689 04 746 04
PubMed 794 04 783 02 798 04 766 05 778 07 792 03 781 06
CoraML 783 06 775 0.3 801 04 587 04 775 02 805 13 811 08

GCORN is also e ective againsstructure-based, as well as combined structure and feature

attacks.
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Results - Robustness Certi cates/Evaluations

(a) and (b) display Adv' [f] for Cora and OGBN-Arxiv. (c) Robustness guarantees on Cora, wheras;rq are
respectively the maximum number of adversarial additions and deletions.

Similar performance analysis found using our proposed robustness evaluation and other available
certi cates.

[1] E cient robustness certi cates for discrete data: Sparsity-aware randomized smoothing for graphs, images
and more. Bojchevski& Al - ICML 2020.
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Is It All Perfect ?

Table: Performance of GCN and our proposed GCORN model, for di erent used approximation orders, on the

Cora dataset.

GCN GCORN(1 ord) GCORN(2 ord) GCORN(3 ord)
Training Time (in s) 28 0.01 4.8 0.07 8.7 0.07 10.9 0.08
Accuracy w/o attack 79.2 1.6 788 1.3 79.8 0.9 80.8 1.1
Accuracy w. attack 684 19 771 21 783 11 786 04

Table: Mean training time analysis (in s) of a our GCORN in comparison to the other benchmarks.

Dataset GCN GCN-K AIRGNN RGCN GCORN
Cora 2.8 1.8 2.6 3.2 4.8
CiteSeer 2.4 5.8 2.9 2.4 4.6
PubMed 5.9 8.9 7.4 14.5 7.3
CS 6.1 12.1 12.4 13.8 15.5
Ogbn-Arxiv =~ 77.8 185.8 68.1 161.6 78.4

Adversarial Robustness is computationally demanding.
Can we do better ? A method \e ective" and \simple".
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A Simple and Yet Fairly E ective Defense

for Graph Neural Networks
Ennadir, Abbahaddou, Lutzeyer, Vazirgiannis & Bostem (2024, AAAI)

Problem: Available defense methods su ers frordigh complexity and training time (often
increasing with the input graph size).

Solution Approach: We propose a GNN, called the
NoisyGNN in which hidden states are perturbed by
random noise following a normal distribution
N N (O; 1);i.e., our GNNs are of the form

¢= ARelU AXW®P+N w®

19/23



Theoretical Results

Theorem (Upper Bounds on GNN Vulnerability).

We consider structural perturbations of the input graphA4; X); with a budget and 2-layer GNNs with
1-Lipschitz continuous activation functions and weight matricesy @ ; w @

Then, the vulnerability of GCNs is upper bounded by

_ 2(kW @ kkw @ kkX k )2

Then, the vulnerability of GINs is upper bounded by

(KW @KkW O kkX k (2KAKk+ ))2
= - :
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Theoretical Results

Theorem (Upper Bounds on GNN Vulnerability).

We consider structural perturbations of the input graphA4; X); with a budget and 2-layer GNNs with
1-Lipschitz continuous activation functions and weight matricesy @ ; w @

Then, the vulnerability of GCNs is upper bounded by

_ 2(kW @ kkw @ kkX k )2

Then, the vulnerability of GINs is upper bounded by

(KW @KkW O kkX k (2KAKk+ ))2
= - :

Insight: Our upper bound on the vulnerability of a GNN ismaller for large yielding amore robust
GNN.
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Experimental

Results

Dataset Attack Budget GCNGuard GCN-Jaccard GCN-SVD RGNN NoisyGCN
Clean 775 0.7 809 0.7 806 04 835 03 832 04
Cora Budget (5%) 75.8 0.6 789 0.8 784 06 783 06 812 0.7
Budget (10%) 747 04 767 07 715 08 707 0.8 745 0.6
Clean 70.1 15 71.2 0.7 707 04 723 05 719 04
CiteSeer Budget (5%) 69.9 1.1 70.3 2.3 689 07 706 0.7 723 0.6
Budget (10%) 70.0 1.5 675 21 688 06 687 12 704 0.8
Clean 845 0.6 85.0 0.5 827 03 851 08 850 06
PubMed Budget (5%) 843 09 796 0.3 813 06 811 0.7 818 04
Budget (10%) 84.1 03 674 1.1 811 07 652 04 733 0.6
Clean 93.1 0.6 - 865 08 949 03 952 04
PolBlogs Budget (5%) 728 0.8 - 851 16 760 08 79.7 0.6
Budget (10%) 68.7 1.0 - 848 23 692 12 734 05

Our NoisyGCNssometimes outperform other defense methods.

Table: Node classi cation accuracy (

standard deviation) when subject to Mettack.
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Experimental Results - Time Complexity

Table: Mean training time analysis (in s) of the NoisyGNN in comparison to other baselines for both the GCN
and GIN instances.

Dataset GCNGuard GCN-Jaccard RGCN GCN-SVD NoisyGCN

Cora 28.52 1.93 1.16 1.39 1.29
CiteSeer 36.04 1.58 1.23 1.12 1.24
PubMed 731.26 12.27 34.19 4.60 241
PolBlogs 18.17 5.17 0.96 0.80 0.65
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